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“This means that, stripped back, they comprise people and communities interacting with one another 

and with objects (such as roads, buildings and parks) within a range of  urban settings or contexts.”
Stevens, N. and Salmon, P. 2017.
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Cities are adapting to change (1)

Source: Onome Oghene/EPA Source: NASA GRACE

Source: Verisk Maplecroft 2018. United Nations 2018
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Floods Winter storms

Hurricanes

Forest fires Volcanoes

Earthquakes

Source: Munich Re

• Respond to and recover 

from disasters

• Plan for future 

disasters

• Chronic stresses 

exacerbate the effect 

of  acute shocks

Cities are adapting to change (2)
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“Disasters are never natural. […] They are the accumulation of  the 

constant breach of  economic, social, and environmental thresholds.”
- Yeb Sano, Philippines’ lead negotiator at the UN Climate Change Convention (COP19) 

• Interactions in a city are across infrastructure, social, and environmental systems

• Complex

• Dynamic

• Uncertain
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Bai, X. et al. (2016). Defining and advancing a systems approach for sustainable 

cities. Current opinion in environmental sustainability, 23, 69-78.
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“Disasters are never natural. […] They are the accumulation of  the 

constant breach of  economic, social, and environmental thresholds.”
- Yeb Sano, Philippines’ lead negotiator at the UN Climate Change Convention (COP19) 

• Interactions in a city across infrastructure, social, and ecological systems are

• Complex

• Dynamic

• Uncertain

• We know more about individual systems and less about their interactions
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Resilient cities

“The capacity of  individuals, 

communities, institutions, 

businesses, and systems within a 

city to survive, adapt, and grow no 

matter what kinds of  chronic 

stresses and acute shocks they 

experience”

-- Rockefeller Foundation

Source: Dave Gray
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Critical infrastructure interdependencies

• Physical interdependencies

• E.g., power and water networks

• Geographic interdependencies

• E.g., correlated disturbances due to 

network proximity

Rinaldi et al., 2011
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“[…] these [infrastructure] 

networks are interrelated, under 

standard operations as well as 

during crisis, by numerous links 

of  dependence, either physical or 

from the relationships between 

stakeholders”

“The government will 

ensure that planning 

for interdependencies 

are effectively 

considered through 

investment appraisals.”
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Cascading failure model

(physics-based, simulation)
Zhang & Yağan 2019; Lehmann et al. 2010
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Duenas-Osorio & Vemuru 2009; Min et al. 2009
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Almoghathawi & Barker 2019; Almoghathawi et 

al. 2019; Zhang et al. 2016; Zou & Chen; 2019. 

Geographical/ Physical
Ouyang 2014; Rinaldi, James & Terrence 2001; 

Zhang & Srinivas 2011; Zimmerman 2001
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Yu & Baroud 2019; Goldbeck et al. 2019; Fang & Zio 2019

OptimizationMixed Integer Programing
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Ouyang & Fang 2017; Ghorbani-Renani et al. 2020; Gomez 

et al. 2019; González et al. 2016; Goldbeck et al. 2019

Resource prioritization 

Restoration plan
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Uncertainty in interdependent infrastructure

• System uncertainty
• Physical

• Spatial

• Temporal 

• Governance

• Socio-economic

• Operational

• Informational 

• Cyber

12
Reilly, A., H. Baroud, R. Flage, and M. Gerst. (2021). Sources of  Uncertainty in Interdependent Infrastructure and Their Implications. Reliability Engineering and System Safety. 213, 107756

• Modeling uncertainty
• Parameter

• Model output

• Model structural

• Completeness



Uncertainty in interdependent infrastructure

Rinaldi et al. 2011
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• Physical interdependencies
• E.g., power and water networks

• Geographic interdependencies
• E.g., correlated disturbances due to 

network proximity

• Uncertainty in interdependent links
• Hazard impact
• Change in demand, supply,  and flow



Uncertainty in interdependent infrastructure

• Physical interdependencies
• E.g., power and water networks

• Geographic interdependencies
• E.g., correlated disturbances due to 

network proximity

• Uncertainty in interdependent links
• Hazard impact
• Change in demand, supply,  and flow

• Dynamic interdependent links
• Governance (Markolf et al. 2018)

• Socio-economic impact (Logan et al. 2018)

Rinaldi et al. 2011

Gomez et al. 2019
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Proposed solutions

• Learn interdependencies

• Data-driven methods to learn infrastructure 

interdependencies

• Decentralized operations of  infrastructure systems

• Relationships across multiple diverse sectors 

• Simulate synthetic interdependencies 

• A first step towards building machine learning models to 

predict infrastructure interdependencies under disruptions

• Generate synthetic interdependent critical infrastructure 

networks (SICIN) that complete real world data on 

infrastructure systems 15

Bai, X. et al., 2016

Yu & Baroud, 2019
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Socio-economic uncertainty impact on infrastructure interdependencies and resilience 

• community resilience

• financial impact

• supply chain
• Shelby County, Tennessee, USA

• Population: approx. 1 million

• Serviced by Memphis Light, Gas, and Water, the 

largest three-service utility company in the U.S.

• Vulnerable to earthquakes, storms, and flooding

How does the 

uncertainty in 

interactions 

propagate across 

infrastructure and 

social systems?

Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of  Infrastructure Systems Using Stochastic Block

Models. ASCE-ASME Journal of  Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)
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• Stochastic block model (SBM) (Holland et al., 1983)

• Commonly used in community detection and clustering (Abbe, 2017; Matias & Miele, 2017)

• Estimate interdependency links based on SBM
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Estimate Uncertain Interdependent Links

Incorporate predictors

Distance       Population

Social 
vulnerability

Link between node i and j

Physical Socio-
economic

𝑃 𝐴𝑖𝑗 = 1 = 𝛽0 + 𝛽1 ×
1

𝑑𝑣𝑖𝑣𝑗
+ 𝛽2 × 𝑝𝑣𝑛𝑑 + 𝛽3 × 𝑆𝑜𝑉𝐼𝑣𝑛𝑑𝑃 𝐴𝑖𝑗 = 1|𝑧𝑖 = 𝑎, 𝑧𝑗 = 𝑏 = 𝜃𝑎𝑏



• Interaction between community social vulnerability 

and infrastructure systems

• Address issues of  social equity in disaster recovery

• Inform restoration strategies based on social 

aspects

Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of  Infrastructure Systems Using Stochastic Block

Models. ASCE-ASME Journal of  Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)
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A component is restored at t 

based on the restoration strategy

Identify damaged 

components at 𝑡

Resilience at 𝑡

Estimate uncertain interdependency 

links using SBM

Assess component failure probability

Generate hazard intensity 

at each component

Generate sufficient failure 

scenarios

Define disruption scenario

No

End

Yes

𝑇 = 𝑡 + 1

𝑡 > 𝑇 (Full recovery) ?



• Interaction between community social vulnerability 

and infrastructure systems

• Address issues of  social equity in disaster recovery

• Inform restoration strategies based on social 

aspects

Resilience of  infrastructure is improved by 60%

Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of  Infrastructure Systems Using Stochastic Block

Models. ASCE-ASME Journal of  Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)
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Resilience of  infrastructure is improved by 60%

Magnitude=7.7

Resilience (t) = Weighted average of  the resilience of  each 

individual network, defined as the portion of  demand 

nodes that are able to receive supply



Outcomes and next steps

• The outcome of  this research provides a flexible model to use data and estimate the 

importance of  interdependent links

• The model helps achieve a more efficient and equitable disaster recovery

• Current work investigates a Bayesian SBM to reconstruct interdependent infrastructure 

networks based on failure data

• Future work will address the challenge of  validating learning algorithms when data is 

lacking

Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of  Infrastructure Systems Using Stochastic Block
Models. ASCE-ASME Journal of  Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)



Takeaway messages and questions

• Transdisciplinary research for resilience modeling
• Which research areas are critical and that need to come together to advance infrastructure 

resilience modeling?

• Do we need to collect more data or should we invest in advancing methods and tools?

• What is the role of  Machine Learning and Artificial Intelligence in characterizing and 
predicting interdependencies?

• Next steps
• Moving beyond assessment of  infrastructure performance to understand the impact of  

critical infrastructure on humans
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▪ Photographs of  Bangladesh are provided by Andre Leroux



Thank you!

For more information: www.hibabaroud.com


