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“This means that, stripped back, they comprise people and communities interacting with one another
and with objects (such as roads, buildings and parks) within a range of urban settings or contexts.”

P

Stevens, N. and Salmon, P. 2017.



Cities are adapting to change (1)

Europe Americas Asia @ Oceania @ Africa = size of population
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Source: NASA GRACE
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Cities are adapting to change (2)
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Disasters are never natural. [...] They are the accumulation of the

., constant breach of economic, social, and environmental thresholds.”
‘ - Yeh Sang, Philjppines’ lead negotiator af the UN (limate Change Convention (COP]9)
)

N
N
AN
N
) SE

'y

* Interactions in a city are across infrastructure, social, and environmental systems
* Complex
* Dynamic
* Uncertain



URBAN SYSTEM

Multiple
- actors/constituents
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Bai, X. et al. (2016). Defining and advancing a systems approach for sustainable
cities. Current opinion in environmental sustainability, 23, 69-78.

CITIES AS OPEN SYSTEM
Cities are open systems, influencing
and influenced by the external world via
complex linkages and feedbacks.
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* Interactions in a city across infrastructure, social, and ecological systems are
* Complex
* Dynamic
* Uncertain

* We know more about individual systems and less about their interactions



Resilient cities

“The capacity of individuals,
communities, institutions,
businesses, and systems within a
city to survive, adapt, and grow no
matter what kinds of chronic
stresses and acute shocks they
experience”

-- Rockefeller Foundation

CITIES ARE COMPLEX SYSTEMS




Critical infrastructure interdependencies

Fuels, Lubricants

* Physical interdependencies

* E.g., power and water networks - S IR /N
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Rinaldi et al., 2011



“[...] these [infrastructure] [k —

FRANCAISE FRANCE STRATEGIE

networks are interrelated, under
standard operations as well as
during crisis, by numerous links
of dependence, either physical or
from the relationships between | o e e e e o,
stakeholders”  act

“The government will ks

Infrastructure
and Projects

ensure that planning  [EEEEENE—G.
for imerdependen(ies National Infrastructure
. Delivery Plan 2016-2021
are effectively B A——
considered through
investment appraisals.”




Data (historical or synthetic)

Network Generation Adjacency matrix

Flow simulation
Almoghathawi & Barker 2019; Almoghathawi et
al. 2019; Zhang et al. 2016; Zou & Chen; 2019.

Geographical/ Physical
Ouyang 2014; Rinaldi, James & Terrence 2001;
Zhang & Srinivas 2011; Zimmerman 2001

Mixed Integer Programing

Stochastic Optimization

Ouyang & Fang 2017; Ghorbani-Renani et al. 2020; Gomez
et al. 2019; Gonzdlez et al. 2016; Goldbeck et al. 2019
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Hazard
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Fragi | |ty CUFVE Yu & Baroud 2019; Goldbeck et al. 2019; Fang & Zio 2019
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Performance Assessment

|

Cascading
Failures

|

Stable State

A 4
Initial Failure Scenario

Cascading failure model

(physics-based, simulation)
Zhang & Yagan 2019; Lehmann et al. 2010

Performance quantification
Topology-based/ Flow-based/ Physics-based

Reliability/ Vulnerability/ Resilience
Duenas-Osorio & Vemuru 2009; Min et al. 2009



Uncertainty in interdependent infrastructure

* System uncertainty
* Physical
* Spatial
* Temporal
* Governance
* Socio-economic
* Operational
* |nformational
* Cyber

Reilly, A., H. Baroud, R. Flage, and M. Gerst. (2021). Sources of Uncertainty in Interdependent Infrastructure and Their Implications. Reliability Engineering and System Safety. 213, 107756

System modifications

from new knowledge

N

System Modeling

Uncertainty Uncertainty

4

Model design

Modeling uncertainty
*  Parameter

*  Model output
*  Model structural
*  (ompleteness



Uncertainty in interdependent infrastructure

Fuels, Lubricants

* Physical interdependencies
* E.g., power and water networks Second-Order Efects

Third-Order Effects
Factors/Forces

Qil
Production

. . . on?_rr'buz":’ng to E nergy
* Geographic interdependencies oo Callnc

1
]
]
]
I
]
]
]
I
]
[}
Policies :
I
I
I
]
]
[}
I
]
]
]
]
]

* E.g., correlated disturbances due to +New Energy Curtaled Reduced Steam | Reduced reavy
. . Marketplace Natural Gas Injection for Heavy Oil Production
n e-I-WO rk prOXI m ”-y Dynamics ; Production Oil Production
« Tight, High-Cost ; Road
o o S ° Gas Supplies Refineri f

* Uncertainty in interdependent links  [utustenet
. Crisis I tory Buildup: Shortages of Specially
® H (1 Z (I I'd | m p(l (i * Substantial cﬂgﬁ-}e%”épgrra;fgns Formulated Gasoline

I
I
|
Load Growth EFlectric :
°® h 1 d d | d ﬂ « Lack of N ower Disruption Storage i Arr
c u n ge I n e m u n !/ S U p p y/ u n OW Gaecn e?atingwan d of Product Terminals ; Transportation
Demand Pipelines i

Transmission
Capacity IR J Inventory Drawdown; Disruption of
Flight Schedules

I
]
3 Shortages of Gasoline !
Dl EL and Jet Fuel :
Power Plants !
[}
I
]
I
]

« Low Hydro :
Conditions Banking and
Finance
« Transmission/

Environmental Disruption of Crop Losses : Financial :
Constraints Irrigation Pumps ! Losses !

Rinaldi et al. 2011



Uncertainty in interdependent infrastructure

* Physical interdependencies ,
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Proposed solutions

Physical/Built Power Grid
System

Social/

Economics
System

* Learn interdependencies

* Data-driven methods to learn infrastructure
interdependencies

Ecological
System

* Decentralized operations of infrastructure systems
* Relationships across multiple diverse sectors

Gas Substation

* Simulate synthetic interdependencies ; e

Power Substaion
o= Pump Station
o Water Substation

* Afirst step towards building machine learning models to
predict infrastructure interdependencies under disruptions

* Generate synthetic interdependent critical infrastructure
networks (SICIN) that complete real world data on
infrastructure systems




Socio-economic uncertainty impact on infrastructure interdependencies and resilience

° community resilience /HOW does the \

* financial i".‘P“CT uncertainty in * Shelby County, Tennessee, USA
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Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of Infrastructure Systems Using Stochastic Block 16
Models. ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)



Estimate Uncertain Interdependent Links

* Stochastic block model (SBM) (Holland et al., 1983)
* Commonly used in communi’ry detection and clustering (Abbe, 2017; Matias & Miele, 2017)

o N e A
E 1.0
Q j 0.0 Physical Socio-
' A economic
Schematic of stochastic block model Block probability matrix, €
| \
* Estimate interdependency links based on SBM Social
Distance  Population vulnerability

P(A;j =1|z; =a,zi = b) = Oy > P(A;j=1) =Py + b X + P2 Xy, + 3 X SOV,

dvivj

Link between node i and j Incorporate predictors 17



Interaction between community social vulnerability

and infrastructure systems

* Address issues of social equity in disaster recovery

* Inform restoration strategies based on social
aspects

B Water distribution stations
A Power nodes
—Water pipelines
—Power lines

SoVi
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Yu, J. and H. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of Infrastructure Systems Using Stochastic Block
Models. ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)
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Define disruption scenario

Generate hazard intensity
at each component

Assess component failure probability

Estimate uncertain interdependency
links using SBM
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* Interaction hetween community social vulnerability
and infrastructure systems

* Address issues of social equity in disaster recovery 08
* Inform restoration strategies based on social :
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Models. ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)
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Outcomes and next steps

* The outcome of this research provides a flexible model to use data and estimate the
importance of interdependent links
* The model helps achieve a more efficient and equitable disaster recovery

* (urrent work investigates a Bayesian SBM to reconstruct interdependent infrastructure
networks based on failure data

* Future work will address the challenge of validating learning algorithms when data is
lacking

Yo, /. and K. Baroud. 2019. Modeling Uncertain and Dynamic Interdependencies of Infrastructure Systems Using Stochastic Block
Models. ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems Part B: Mechanical Engineering 6(2)



Takeaway messages and questions

* Transdisciplinary research for resilience modeling

* Which research areas are critical and that need to come together to advance infrastructure
resilience modeling?

* Do we need to collect more data or should we invest in advancing methods and tools?

* What is the role of Machine Learning and Artificial Intelligence in characterizing and
predicting interdependencies?

* Next steps

* Moving beyond assessment of infrastructure performance to understand the impact of
critical infrastructure on humans
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For more information: www.hibabaroud.com



